
Time spent online by employees is 

rapidly increasing, and the Web now 

represents the primary attack vehicle 

for targeted malware. The rapid growth 

of spyware such as Trojan horses and 

adware, represents a shift in attacker’s 

focus from the e-mail inbox to the  

Web browser.

Viatel’s WebControl, a fully managed 

user‑based service, protects organisations 

of all sizes against Web malware attacks 

and enables the safe, productive use of the 

web, without incurring upfront capital costs 

for hardware, or IT management costs.

/ Viatel WebControl

Viatel WebControl – including Web 

malware scanning, URL f i l tering, and 

Instant Messaging control – is the only 

complete, best-in-class Web security 

solution available today. The ScanSafe 

platform scans bil l ions of Web requests 

in real‑t ime, stops mil l ions of malware 

threats, and protects thousands of the 

most demanding organisations around  

the world. 

/ what is Viatel  
WebControl?

Internet Security

Web Malware Scanning  stops Web 

spyware and viruses at the Internet 

level,  before they can inf i l trate your 

network and compromise or disable 

your computers. Web Malware Scanning 

includes inbound and outbound detection 

of new and known malware threats, 

including malware communications. 

WebControl uses proactive detection which 

employs reputation and behavior analysis 

utilising vast amounts of daily Web data. In 

addition, signature‑based detection utilises 

multiple, industry‑leading anti-malware 

engines with hourly and emergency signature 

updates, two-hour signature response times, 

and the largest global malware research 

laboratories and collection networks.

The Web Filtering service enables you to 

easily create, enforce, and monitor Web 

usage policies. It includes streamlined 

configuration through a graphical 

dashboard, real-time rules-based filters, 

and a best-in-class URL database. This 

allows you to create different access 

policies based on URL categories, content 

types, file types, schedules, and quotas to 

suit different areas of your organisation. 

You can also view comprehensive activity 

reporting including forensic auditing by 

user, department, and organisation.

Instant Messenger (IM) control enables 

you to control the rapidly growing use 

of public Instant Messaging, such as 

AOL, Yahoo!, and Windows Live, in 

corporate networks. With IM Control, 

you can control and standardise your IM 

network; monitor, log, and audit IM use 

and generate customisable scheduled 

reports; and access compliance logging 

that integrates with your organisation’s 

e-mail archiving solutions.

/ what’s in it for you?

Protect Confidential Data and Maintain 

Organisational Continuity

•	� Manage risk of malware-driven  

data theft

•	� Keep network and organisation 

running

• 	� Stop up to 15% more malware 

compared to traditional 

signature‑based security technologies

Ensure Productive, Compliant Working 

Environment

•	� Keep employees focused on the 

productive, compliant use of the  

Web and IM

•	� Educate employees to use the Web 

safely and responsibly

•	� Reduce violations of Web usage 

policies by up to 30%

Focus IT Resources on Projects Central 

to Organisations’ Missions

•	� Minimise help desk costs from 

malware infections and Web usage 

policy violations

•	� Redeploy IT resources that 

traditionally would have to maintain 

multiple Web security point products 

(perhaps across multiple locations)

•	� Save up to 40% on total cost of 

ownership of traditional hardware/

software model
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/ what do you get?

Viatel WebControl’s Web Malware 

Scanning, Web Filtering and IM Control 

can be purchased separately or together.

Proactive Security
Viatel WebControl is buil t  on Outbreak 

Intel l igence (OI) ,  a proprietary security 

platform that detects new and known 

malware threats. By leveraging i ts 

unique position at the Internet level 

and processing several terabytes of 

Web data each day, WebControl has 

unmatched visibility of global Web data, 

and is automated to proactively identify 

malware threats. 

WebControl uses multiple signature-based 

anti‑malware scan engines, multiple 

reputation and behavior detection 

engines, and automated machine‑learning 

parameter development to detect new 

malware and avoid false positives. 

This combination of multiple, correlated 

detection technologies, automated 

machine‑learning heurist ics, and the 

industry’s largest Web data set makes  

WebControl the most ef fective solution 

against new Web malware attacks.

Real-Time Early Warning for Search
SearchAhead is a real-time early warning 

system that is included, at no additional 

charge, with Viatel WebControl’s Web 

Filtering service. The SearchAhead service 

warns employees when malicious or 

inappropriate Web pages appear in 

their search results, thereby proactively 

enforcing your Web usage policies and 

keeping employees from visiting unwanted 

Web pages.

Centralised and Simplified 
Management
ScanCenter is Viatel’s Web-based 

centralised administration and reporting 

console for the Web. It features real‑time 

reporting of blocked malware and 

real‑time policy enforcement. View 

Web security trends and data through 

at‑a‑glance graphical displays and 

detailed forensic audits. Manage granular 

policies for individuals and groups across 

a comprehensive range of URL categories, 

content types, and schedules

/ w h y  V i a t e l  
W e b C o n t r o l ?

•	� Protect your confidential information 

and computing resources

•	� Ensure a productive and compliant 

workplace

•	� Maintain a high performance Web 

experience for end users

• 	� Save up to 40% from total cost  

of ownership

•	� Focus IT resources on your 

organisation’s core mission

Viatel is a pan-European business 

communications company operating across 

6 European markets, including the UK, 

France and Germany. It has more than 

10,000 business customers, providing 

them a range of business communication 

services that help companies of all sizes to 

access the Internet, connect their people 

and places, manage their web applications 

and increase the security of their data.

/ about us

/want to know more?

To find out more about Viatel services, 

please contact one of our team or 

visit our website at www.viatel.com

Tel:	 +44 (0) 870 166 2270

Fax:	+44 (0) 870 166 2272

E-mail: sales@viatel.com

Your feedback matters, so if you have 

any questions please e-mail us at 

info@viatel.com

© Copyright Viatel Holding (Bermuda) 

Limited 2007. All rights reserved. 

Viatel is a trade mark of the Viatel 

group of companies.


